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An entirely new era in networking Software-Defined Access

(SD-Access)

Previous era
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Cisco Catalyst 9000: The platform for the new era

First in enterprise

e x86 CPU with application hosting
e Programmable ASIC

» Software patching

Industry’s unmatched
e High availability

e Multigigabit density
» UPOE scale

Future-Proofed

e |EEE 802.11ax ready

« 100W PoE (IEEE 802.3bt) ready
e 25@G Ethernet ready

@ Security ﬁfﬁ loT convergence @ Mobility
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Cisco Catalyst 9000 at a glance

Enabling an entirely new era of networking

Cisco® Catalyst® 9300
Lead fixed access

Cisco Catalyst 9400
Lead modular access

Cisco Catalyst 9500
Lead fixed core

oT )
Secure ﬁ\.ﬁ © Mobility Cloud
& convergence

e Encrypted threat analytics e CoAP/IoT device profiling » Fabric-enabled wireless e DevOps toolkit

e AES256/MACSEC256/IPSec » SD Bonjour e Embedded WLC » Netconf/Yang models

e Trustworthy systems e Perpetual PoE e Distributed wireless scale e Streaming telemetry

e Group-based policy e |EEE 1588/AVB e Unified control and policy e Patching/GIR

e Full NetFlow for e Emerging standards: MUD ¢ Wired and wireless guest e Application hosting
StealthWatch®
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Cisco Catalyst 9000 platform transitions

Cisco®
Catalyst® 9400 Catalyst
i SR 9000 :
Cisco Catalyst 9300 Cisco Catalyst 9500

| Series

i

m l l -I- .p

Cisco Catalyst 3850 Copper Cisco Catalyst 4500-E Cisco Catalyst 4500X Cisco Catalyst 3850 Fiber 48 Port

Access switching Backbone switching

i



Primary buillding blocks
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UADP 2.0: Introducing new generation of

enterprise ASICs

-_""_* '_- ‘__ ol Programmable pipeline
ko) ' Investment protection

Flexible tables
Universal deployment

—  SmartFabric*
- N, LAV g AR Fabric innovations
R StackWise® virtual

Flexible switch deployments

@ @ 0 @ @ O

384K flex Shared Embedded 240GE Up to 2x to 4x 32 MB
counters lookup CPUs bandwidth forwarding + TCAM packet buffer

B

64K x2 NetFlow
records

* Not available at FCS



Fabric innovations on Cisco Catalyst 9000 enabled
by UADP 2.0

Visibility

Fabric OAM Fabric visibility FabricSec FabricFlow
* Instant correlation of » Visibility into flows * Encryptionin a » Traffic steering for
traffic with identity in transit nodes on fabric environment service chains
and policy a fabric _ _ ,
e Protection against « Path selection based
e Proof-of-transit e Service insertion at spoofing and on network SLAS
verification for fabric intermediate DoS attacks such as latency,
service chains nodes N _ jitter, bandwidth
* Secure sensitive traffic
* Network SLA e Support fabric- from snooping
verification unaware services
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Power of Cisco I0S XE

Best of turnkey and open solutions

Container and App Lifecycle Management #
(0)% Fog Director

Apps to connect to
various clouds St
L S &
Customer-Specific

edge applications = @ ‘
Monitoring, SLA,
» ‘ telemetry
Open config
enterprise

Integrated
developer tool|<|t

Cloud connect
applications =9

Security, connected
lighting, proprietary

Network functions,
analytics and
telemetry applications

Open programmability
(Python Scripts,
Puppet/Chef, Ansible)

€

software

Private Public
Network Connect Network Connect

i
1 iat
PHILIPS
E kibana PerfS@NAR

T A O

CHEF Pl-lp[.‘llgz ANSIBLE

Shared context
network I0x application

hd

A

puppet
App2

ANSIBLE

App3

L

App4
A

App1

Model-Driven API

netconf Restconf gRPC

Assured app resources
compute, memory, storage

*Certain capabilities not available at FCS



Cisco Catalyst 9000 offers complete DevOps toolkit
The power of Cisco |OS XE Software

Device bootstrap Configuration automation Server management tools
and onboarding through open interfaces on x86 infrastructure

En (%] s

1
I

Container-based

Programmable app hosting

r its affiliates. All rights reserved. Cisco Partner Confidentia *Not available at FCS



Introducing Software-Defined Access (SD-Access)

Policy-based automation from edge to cloud

Fundamental shift in how we build and manage networks

v

Assurance

Virtual networks and Simple policy definition and Monitoring and
microsegmentation enforcement through troubleshooting

made easy APIC-EM and ISE through NDP

Decouple policy Industry best practices and Proactive issue identification and
from network topology policy compliance resolution through analytics



Solving business challenges
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The security challenge

&)

Increased attack
sophistication

* State sponsored * BYOD blurring perimeter * Advanced persistent threats
* Financial/espionage motives * Public cloud services * Encrypted malware
* S1T cybercrime market * Enterprise 10T * Zero-day exploits
Complexity securing Sophistication
Dl e Y el everything Keeping up against attackers
1 OO% e ZOOdays e 60days e $38M
Customers lack network Industry average detection Industry average time to Average cost of a

segmentation at time of breach ime for a breach contain a breach data breach
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Cisco Catalyst 9000 delivers advanced
security capabillities

Before
e Advanced endpoint profiling

* Authenticated,
identity-based access

* Group-based
network segmentation

Reduced attack
surface During

e Full NetFlow-based
q ° Malware and. behavior analytics
% threat detection Encrypted threat analytics

» Policy enforcement analytics

_ Rapid threat
Network infrastructure-enabled containment

advanced threat defense After

» Endpoint quarantining w/out
IP address change
e Flexible packet capture

e Flexible traffic redirection
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Cisco Catalyst 9000 enables enhanced network as
a sensor and enforcer

Analytics to identify malware in encrypted traffic without decryption
and respond

ISE StealthWatch® Analytics indicating malware in

——— encrypted traffic at 99+% efficacy
!‘!1:!}1 g @
=+ @ (= !
s : [ \
Context and Machine learning
mitigation with enhanced
behavior analytics

Encrypted traffic Network Line-Rate Investment Simplified Globally
analytics telemetry based  performance optimization management  correlated threat
(No decryption) intelligence

ERSPAN to send
traffic for deeper
analysis

Mitigation
using ISE and
network




Cisco Catalyst 9000 enables encrypted
traffic analytics

Telemetry from switch analytics

» NetFlow data: SrclP, DstlP, SrcPort, DstPort, Proto,
HBytes, #Packets

« Intraflow data: Sequence of packet lengths and times (SPLT),
byte distribution, and more

» TLS metadata: Extensions, ciphersuites, SNI, certificate
strings, and more

Primary use case Secondary use case




The loT challenge: Diverse set of requirements

Class of devices

IN Networks

(Laptops, phones, PCs) (Printers, audio, video, displays) (Lighting, alarms, surveillance)
« Consistent access across » Service discovery for * Network/power HA for
Network wired/wireless printing, Apple TV emergency
requirements Granular quality of service « Network timing for « Traffic monitoring for
and AVC audio-video surveillance
\ )
|

Virtual Segmented Networks with SLA Guarantees
Ability to consume the Network as a Service
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Cisco Catalyst 9000 innovations enable
0T convergence

IT services (printer, Apple TV, collab.)
e SD Bonjour for discovery/policy across WAN/LAN
* NBAR and NetFlow for full AVC

Connected lighting
e Power HA with perpetual/fast UPOE
e COoAP for loT convergence

IP surveillance
e ERSPAN for monitoring and forensics
» Superior QoS, multicast, and buffer management

Networked AV and timing
e ERSPAN for monitoring and forensics
e Superior QoS, multicast, and buffer management

Platform Resilient infrastructure Scalable operation Robust security
f' e Optimized for mGig access e Table sizes, memory, routes * Segmentation and policy with SD-Access
benefits e Unmatched UPOE scale » Faster MAC learning and scale with x86 e Extend trust to digital building
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Cisco catalyst 9000 innovations:
Next-generation mobility

Future-proofed for performance and scale

+ 802.11ac wave 2 optimized: Support for industry’s
highest densities of wave 2 Access Points in TRU

» 802.11ax ready: Dense 5G downlinks* model

« Consistent architecture with controller options on
appliance, switch, or VM*

 Distributed data plane and optimized for roaming

Policy-based segmentation for loT, Wired,
and wireless

* NBAR2: Visibility into wired and wireless

» Secure fabric: Virtual networks
and microsegmentation

Optimized guest deployment for branches and
at lower TCO

« Simplified guest and mobility tunneling,
no dedicated guest controller

. Built for scale and security
‘ Benefits future-proofed lower TCO

C97-738949-01 © 2017 Cisco and/or its affiliates. All rights reserved. Cisco Partner Confidential
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Cisco catalyst 9000 enables
cloud-ready networks

C97-738949-0

Benefits

© 2017 Cisco and/or

Flexibility, operational simplicity,

and optimizes cost

ts affiliates. All rights reserved
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Cloud hosting
e Automation assurance policy

Cloud connectivity
e Private/public cloud SaaS colo

Analytics

» Streaming telemetry*
» Network monitoring

On-Box app hosting
» Monitoring security loT

DevOps toolkit

e Zero-touch provisioning
e Model-driven programmability
» Server management tools

High availability

e Patching, graceful insertion and restart, ISSU

* Not available at FCS
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Introducing Cisco Catalyst 9300

New generation of fixed access

1G Data
2 5G at Only Highest L LB ———ﬁ—— .ﬁ. 24 PortS

the price stackable 2.5G/mgig - TESEEY FENEEE M

of 1G 40G mm SWitch with density in
B atthe price Ml 8x 10G the industry El
] of 10G #*¥®  pjinks P 1G UPOE/PoE+

. o —— — ﬁ —— .unlun-.
m g PEFPIF
mGia UPOE

48 Ports

Modular Modular uplinks Modular power supplies
Fans : _ - 3 -
& g — : RIS SEae ) oSy y 4
§ = = - § & = &
8x10G 2x40G 4x mGig 4x1G 350W 715W 1100W

Cisco Catalyst 9000
leadership

UADP 2.0
Cisco 10S® XE Software
SD-Access

x86 CPU and containers

Encrypted Traffic Analytics
(ETA)*

AES256/MACSEC256*
Trustworthy systems
StackWise® Virtual*

IEEE1588 and AVB*

NBAR2

Perpetual/fast PoE
Model-driven programmability
Patching/GIR

Streaming telemetry*

* Not available at FCS



Cisco Catalyst 9300 innovations and benefits

Flexible ASIC Optional bluetooth  Powerful CPU complex  Wireless scale Most dense and Unmatched PoE Extends 3850
« UADP 2.0 management e Intel x86 CPU ¢ 48x Wave 2 flexible uplink offering * Resiliency: leadershi
o USB 2.0* * 4-core 1.8GHz APs in TRU » 8x10G, mGig, 25G perpetual/fast P
e 8 GB memory e high power: 60W UPOE
e 16 GB flash 1.5x throughput

4x VRF scale

2x wireless scale

4x Wave 2 APs supported
2-4x flash/memory
Pluggable storage

2x CPU performance

2x uplink scale

25G uplinks

mGig uplinks

8x10G/2x40G UL at price
of 2x10G

Local storage Most flexible stacking Redundant fans - Intelligent power Optional PS High-efficiency PS
* Removable * Front*+back stacking management « Power supplies e Power supplies
storage (120GB) « Multiple cabling types: « Cisco StackPower® (AC+DC) (AC+DC¥)

copper and fiber
e Best HA: NSF/SSO

* Roadmap



Introducing Cisco Catalyst 9400

New generation of modular access

Supervisor Access line cards Core line cards
» Sup-1: 80G/slot access optimized + 24xmGig + 24xUPOE* * 24x 10G SFP+*
e Sup-1XL*: 120G/slot core optimized o 48xUPOE » 48x1G SFP*

e A8XPOE+* o 24x1G SFP*

e 48xData
C97-738949-01 © 2017 Cisco and/or its affiliates. All rights reserved. Cisco Partner Confidential

Cisco Catalyst 9000
leadership

10-Slot

Power supply
+ 3200W AC
+ 3200W DC*
« 2400W AC*

UADP 2.0

Cisco I0S® XE Software
SD-Access

x86 CPU and containers
Encrypted Traffic Analytics
AES256/MACSEC256*
Trustworthy systems
StackWise® Virtual*
|[EEE1588 and AVB*
NBAR2

Perpetual PoE*
Model-driven programmability
Patching/GIR

Streaming telemetry*

*Not available at FCS



Cisco Catalyst 9400 innovations and benefits

N+1/N+N Modular power supply

#’ ~ Ergonomic handles for
e £ efficient weight distribution

Mix AC and DC power supplies

Efficient Platinum-rated power supplies

Up to 480Gbps/slot
Rear accessible fan tray
for flexible cable

management UPOE simultaneously on all ports

Native 25/10G and 40G uplinks

Up to 1TB SATA storage

_ o @&——— Fits nonstandard racks (16”)
Side-to-side airflow

/

Rearchitected power distribution for
10% higher energy efficiency

Intel x86 CPU, 4
core 2.4GHz

Extending Cisco
Catalyst 4500E
leadership in

modular access

4x throughput

3x client scale
2x wireless scale
Ax power scale
3x buffering

10x bandwidth
4x memory and flash
Lower power
Better acoustics
Higher MTBF
MPLS VPN

While preserving ...

HA architecture

Investment protection story




Cisco Catalyst 9400: State-of-the-Art high availability

N+N power supply redundancy

» Safeguard against power circuit failure

Only
Campus access
platform in the ; o .,
industry to ' ; “ i o= N+1 power supply redundancy
support ISSU

e Uplinks of failed supervisor continue to remain active

J o Dual supervisors
e With sub-50ms ISSU* and NSF/SSO

e N+1 fan redundancy within fan tray; up to 2 minutes
of fanless operation for servicing fan tray



Introducing Cisco Catalyst 9500

New generation of purpose-built fixed core/aggregation

Redundant platinum-rated
power supplies

o

Front-to-back airflow with
N+1 modular fans

i

RFID for efficient
inventory management

WG T

USB3.0 storage to host
high-end applications

C97-738949-01 © 2017 Cisco and/or

Modular fans Modular uplinks
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Cisco Catalyst
9500-40X

. Cisco Catalyst

/ 9500-24Q

([l

. ' — Cisco Catalyst

9500-12Q

Modular
power supplies

I

Cisco Catalyst 9000
leadership

UADP 2.0

Cisco 10S® XE Software
SD-Access

x86 CPU and containers
Encrypted Traffic Analytics*
256 bit MACsec*
Trustworthy systems
StackWise® Virtual
IEEE1588 and AVB*

NBAR2

Model-driven programmability
Patching/GIR

Streaming telemetry*

*Not available at FCS



Cisco Catalyst 9500 innovations and benefits

High-scale control plane with Up to 2x 950W

2.4GHz x86 CPU with 16 GB AC/DC PSU Extending Cisco
DDR4 memory 5 x fan trays ) ) Catalyst 4500X
Internal storage: 16GB Nonblocking ports witr leadership in fixed
Cisco |0S® Software 16.x External storage: 1xUSB 2.0 5.3MB (shared) packet
SD-Access, MPLS AVB, WRED, NAT, (front), 1xUSB 3.0 (back) buffer per port Up to 24 ports backbone
PAT, NBAR? StackWise® Virtual : ' Built-=in RFID of QSFP

3x throughput

3x bandwidth

° ° ° ° 5x buffering

5x CPU speed

4x memory and flash

Height: TRU
Depth: 21.8”

4x port speed
2.4x 10G port density

12Px40G 24Px40G 40Px10G + 8Px10G/2Px40G
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